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Introduction

WebREACT Lite is a PC-based supervisory control and data acquisition system that
enables you to monitor sensor inputs from a practically unlimited number of different
areas and devices on a single PC. It will raise alarms if any sensor input is outside of
acceptable limits, and keeps a full log of historical data to meet your needs. For
further report requirements please ask one of our AAW Team about the Full WebREACT
system.
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Accessing Your WebREACT Lite System

WebREACT is a web-enabled system that can be accessed via any PC that has Internet
Explorer and a connection to the Internet.

1. Open Internet Explorer

You will need to be running at-least Internet Explorer version 7.

2. Type in the address (URL) for your WebREACT Lite system and press
Enter on the keyboard.
Once your WebREACT Lite system has been set up, you will be given a unique

URL for accessing it. It will probably be worth making this your home page so
that you are taken to it directly when you open Internet Explorer.

& Overview - Windows Internet Explorer =&
@ W~ [&] http://192168.1.99/Plan.aspxiplan=ovenview.svg -4 ]x] [#9 Google £ |

3. If required, enter your network user name and password and click
OK

Depending on your security setup, you may be prompted for a network user
name and password. These should have been issued to you by your IT Services
department.

Connect to 192.168.1.99 0 e Connect to 192.168.1.99 10 ]

4. Wait for the Overview page to be displayed.
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Logging On to WebREACT Lite

In order to perform certain functions you will first need to log on as a specific user.

1. Click ‘Click to logon’ in the menu bar.
The User Log On page will be displayed.

/& Overview - Windows Interet Explorer

GU-

e Favorites | @ Overview ] % - B - O @ v Page~ Sfetyv Took~ @~ 7

2] http://192168.1.99/Plan.aspxlplan=overview.svg ~[ 49 x [|[ 49 Googie Dis

Click to Ingo Overview

@ User Log On - Windows Interet Explorer [=lE

@U © () hitp://192168199/LogOn.aspxReturnUrl=/Plan.aspiplan=overview.svg <[] x| [#9 Goog £~

i Favorites | @ UserLog On | % v B v @ v Pagev Safetyv Tookv @
Click to logon Overview Print Help 10:57 14/06/2012

2. Type in your user name and password and click Log on

User AAW

Password "'"“|

3. Wait to be returned to the main WebREACT Lite system.
You will be returned to the page from where you initiated the logon process.

The name of the logged-on user will be shown in the menu bar.

& Ovenview - Windows Internet Explorer — (=S

@U « [&] http//1921681.99/Plan.aspplan=overviewsvg <[4 ] x| [$8 Google 2 -
¢ Favorites | @ Overview x =

AAW Controls Ltd. Overview

Name of logged-on user
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Viewing Your Locations and Facilities

WebREACT Lite offers an interface for viewing the locations and facilities that you’re
monitoring. As a general rule, if you want to look at a particular location or facility in
more detail then simply click on it.

the cursor will change from an arrow % to a hand @ when it is positioned over
something on the page that is active for you to click on.

The Overview Status Page

The Overview page provides a tree-view summary of all the monitored points. It allows
you to quickly see the alarm condition of each point and to enter the room relating to
that point - for example to acknowledge an alarm.

1. To view the Status screen, click the

2. The Room Status page will be displayed.
If a room has an unacknowledged alarm it will be flashing orange.

If a room has an acknowledged alarm that has not yet cleared, then it will be
highlighted in yellow.

B Foo Satas - Windomt rwnet Daphons By ™ ™
| G & el : G P
|

i - L B~ v Paew Gy Tocav

Oveniew Alarms

5 Wy Nehevs T
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L =
B LT R Y w1
» Retad Pacan) Raen e
& DR NeanT X
» (#xlra 1
~ Looong Day sy 24
§OHADCE Moe us
» HACCE Roem
= Dt - Hearabobogy
SOFLE
» SZargefragm
K RNt a0 %
» FageRsonCox o
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w Dvegt Faoge 00
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3. To expand or collapse a particular branch of the tree i.e. to see
more or less detail, click on the #/= symbol next to the title of the
branch.

The symbol will change from a [# to a I= and vice versa depending on whether
the branch is collapsed or expanded.

Overview =
= Bridgwater - Dairy
Chill Store 22
¥ Trolley Returns 43
Overview &
= Bridgwater - Dairy
= Chill Store 22
Chill Store Average 22
Chill Store S1 35
Chill Store 82 32
Chill Store S3 -0.1
# Trolley Returns 43

4. To enter a room - for example to acknowledge an alarm, click the
name of the room.

The Room Graph page for that room will be displayed.

Please note: If you’ve expanded a branch so that it shows the individual inputs
within a room, then to enter the room you need to click the name of the room
not the name of any of the inputs.

5. The configuration of each input can be accessed by clicking on the
temperature shown on the overview screen.

(& Room Status - Windows Internet Explorer From here the ‘Point
@U' ‘g http://localhost/WebREACT_Lite/RoomStatus.aspx?plan=overview.svg vl Settings’ (Enabling and
¥ Favorites | @ Room Status disabling points), and
! __O __Alar __Configuratior ¥ L ‘Alarm Settings’
= AAW Control Systems Limited 3 1
= Building 1 23/06/2013 12:23:03 (AdJl:ISt.Ingthe
Frdge 1 Core 56 configuration of an
Fridge 1 Air 8 .
e input alarm) can be
Alarm settings selected.
Fridge 2 Core 37
Fridge 2 Air 32
Freezer 1 215
Freezer 2 -37.4
HACCP 262
= Building 2 23/06/2013 12:22:47
Cold Store 1 51
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Clicking the Alarm Settings will display the window below.

Note: If the boxes are greyed out and cannot be selected you may not be signed in, or
your account does not have the required permissions to make these changes.

Alarm Settings [X]

RIOT-5-=Cold Food Prep Room-=Cld Fd Prep Rm
Alarm Cld Fd Prep Rm ¥ || Editname
High limit 18

Low limit 10

Log alarm limits Cd

Alarm delay 00:20:00

Alarm repeat 00:15.00

Repeat option After Ack v

Must acknowledge 4

Dialout zone 0

Action Siren and Relay ¥

Shift All Hours

U?ate

Changes will only be made once the update button is click at the bottom of the
window.

Please not, multiple changes can be made in one go but once the update button
is clicked you must wait for the changes to be received by the unit, this may
take up to 5 minutes. No waiting can lead to some changes not being saved.

The description of each of the configuration settings are below.

Input Configuration Settings:

Setting: Description:

Alarm enable Controls whether the input will trigger an alarm if the
sensor reading goes outside the allowed limits.

Please note: It is highly recommended that your alarms
are enabled at all times.

Sensor enable Controls whether the input is taking/logging readings.

Action Controls the actions that will take place in the event of
an alarm being triggered.

Alarm from Shows the times for today during which the input will
trigger an alarm.

00:00:00 to 00:00:00 means all of the day.
12:00:00 to 12:00:00 means none of the day.

Please note: This setting cannot be changed directly
from the Room Picture page, but is instead controlled
through the Shift that is associated with the selected
Alarm Action. See Configuration on the overview toolbar.

Alarm until

High limit Controls the maximum value allowed for the input before
a high alarm is triggered.
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Low limit Controls the minimum value allowed for the input before
a low alarm is triggered.
Alarm delay Controls the length of time that the sensor reading needs

to remain outside the allowed limits before an alarm is
triggered.

This delay helps to avoid the system being over-sensitive
to momentary temperature fluctuations.

Alarm repeat

Controls the length of time that the sensor reading can
remain outside the allowed limits after the initial alarm
has been acknowledged before the alarm is triggered
again.

Flat line count

Controls the length of time (in seconds) that can elapse
since a sensor’s last reading was received before a “Flat
line” alarm is triggered to indicate a loss of
communication with that sensor.

Log alarm limits

Controls how often the alarm limits are plotted on the
sensor graphs.

Usually the alarm limits remain unchanged so do not need
to be plotted too frequently.

Dial-out:

Selects whether to use the phone dial out function when
going into alarm.

Email : Alarm Email

Selects whether to send emails out when a point goes
into alarm.

SMS: Selects whether to send SMS texts out when a point goes
into alarm.

Input name The name of the sensor input.

Address Indicates whether the input is wired (1/0) or wireless.

If wireless, ...
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Viewing the Sensor Graphs

sensor.

1.

2.

WebREACT Lite provides an interactive graphical display of the data collected by each

To view a sensor graph, go to the Room View page for that sensor
by clicking on the link at the top of the page. The link for the room
will appear when the room is selected from the overview list.

(€ Room Status - Windows Internet Explorer

@U i 4 ‘EA http://localhost/WebREACT _Lite/RoomStatus.aspx?plan=overview.svg h2 | ‘7[ X ‘ ‘." Google

5/ Favorites | @ Room Status W

Configuration Print Help 12:23

//LINK APPEARS HERE

Manager Overview Alarms

= AAW Control Systems Limited

= Building 1
Fridge
Fridge
Fridge 2 Core
Fridge 2 Air
Freezer 1
Freezer 2
HACCP

= Building 2
Cold Store 1
Cold Store 1 Door
Cold Store 2 S1
Cold Store 2 S2

23/06/2013 12:23:03
56
79
37
32
215
-37.4
26.2
23/06/2013 12:22:47
5.1
CLOSED
46
41

If there are multiple sensor traces shown on the same graph, you
can double click on the name of a sensor to hide the other traces.

=

[ ——

Alternatively you can single click on the nhame of a sensor name to show/hide
that particular trace.
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3. To change the period that the data is displayed for, click in the
appropriate date boxes, enter/select the required date values, and
click Refresh.

[<][13 May v 2012 - 13 May v 2012 [3]

Click in the day or year boxes to edit the value.

<] 13 May[+] 2012 - 13 May v 2012 [3]
Jan

Feb Select the month from the drop-down list.
Mar
Apr
Jun
Jul
Aug
Sep
Oct
Nov
Dec

Alternatively, click the left and right arrows on either side of the
date range to move the date range forwards/backwards. The sensor
graph will be updated automatically i.e. you do not need to click
the Refresh button.

%? May v 2012 - 13 May v 2012 [3]

Click the left and right arrows to move the date range forwards/
backwards.

The dates will be moved forwards/backwards according to the
duration of the current date range.

For example, if the current date range is for a single day, then clicking
an arrow will move the dates forwards/backwards by a single day.

If the current date range is for 7 days, then clicking an arrow will
move the dates forwards/backwards by 7 days.
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To see the exact measurement for a given point on the graph,
double click on the point you’re interested in.

A vertical line will be displayed at that point with the exact date and time
shown in a box at the bottom of the line and the measurement recorded shown
next to the sensor name at the top of the graph.

g Chil Rm 7 Air 18

7:00:58
nesday 13/6/2012

<

You can “nudge” the line forwards/backwards by clicking the
arrows to either side of the time and date box.

The measurements shown next to the sensor names will be updated
automatically.

How far the line is nudged will depend on how “zoomed in” you are...
7:00:58 )
Wednesday 13/6/2012 JEK:
< 7:04:11
Wednesday 13/6/2012

5. To show/hide the alarm limits, click the ABC button in the bottom
left corner of the graph.

High alarm limit

Low alarm limit

Page 11 of 25




AAW Control Systems Limited
User Manual: WebREACT Lite

Control Systems

6. To “zoom in” on a part of the graph, click in one corner of the area
you’re interested in. A right angle will be displayed at that point.

Click in the diagonally opposite corner of the area you’re interested
in, and a second right angle will be displayed.

Finally click anywhere within the area enclosed by the two right
angles to “zoom in”.

After zooming in on the graph, you can then scroll the view using
the arrows to either side of the graph and underneath.

If required, you can zoom in repeatedly to get to the
information/view that you need.
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To “zoom out” of a graph, click the zoom out button in the bottom

right corner of the graph.

IR e———

| < T

\ 4

{[l
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Viewing the Alarm History

The Alarm History page provides a chronological log of the events that have occurred
on the system. This includes alarms, alarm acknowledgments, and configuration
changes.

8. To view the Alarm History, go to the Alarms menu and click History

The Alarm List page will be displayed, showing all events for today.

@ Ovenview - Windows Internet Explorer ==
@U < [&] http//1921681.99/Plan aspiplan=ovenviewsvg <[4 )% | 29 Google P ]

i Favorites

& Overview | [ IR v [ @ v Pagev Safetyv Tookv @~

13:49 01/07/2012

AAW Controls Ltd. Configuration Service Print Help

Control Systems

@ Alarm List - Windows Intemnet Explorer =)
@U' (&) http://192168.1 99/Events/Alarms.aspview=history&riot=riot_1&group=1 ~[ 4] x |49 Google L -
[ ¢ Fovorites | 8 Atarm Uit B v B v I @ v bgev Sefeyv Toosv @+

AAW Controls Ltd. Overview Alarms Reports Configuration Service Print Help  12:01 13/07/2012 2

All Alarms ~ (€] 13 June v 2012 - 13 June v 2012 [> [[Comment ] ["Refresh |
Ack Time Point Alarm User Value  Limit Status
B 13/06/2012 11:69:13 Chill Roo Outside Limits Outside Limits 27 10 highalm
1310612012 11:56:47 AAW Controls Ltd. All sensors re-calibrated by AAW
1300672012 10:30:18 c . Outside Limits Outside Limits lowret
131062012 10:25:47 Outside Limits Outside Limits Thermostat turned up by 1 degree
131062012 10:25:47 Outside Limits Outside Limits  AAW Controls Ltd Ack
131062012 10:23:12 Outside Limits Outside Limits Ack by NAA: 131612012 102547
|@ 13082012 102312 Outside Limits Outside Limits 19 2 lowalm
131062012 06:52:07 Stock Fridge Air Stock Fridge Air  AAW Controls Ltd. ack
131062012 06:50:47 Stock Fridge Stock Fridge Air Stock Fridge Air highret
131062012 06:48:36 Stock Fridge Stock Fridge Air Stock Fridge Air Ack by NAA: 13/6/2012 06:51:23
[ 130082012 06:48:36 Stock Fridge Stock Fridge Air Stock Fridge Air 63 & highalm

9. To filter the list of alarms/events to a particular room or facility,
use the drop down list.

The list of alarms/events will be updated automatically.

& Alarm List - Windows Intemet Explorer [E=E )
@uv [ ) hitp://1921681.99/Events/Alarms.aspxtview=historyBuriot=riot 1 &group=1 <[4 x |48 Googie s
i Favorites | @ Alarm List -~ v [0 @@ v Pagev Safetyv Tookv @~

AAW Controls Ltd. Overview Alarms Reports Configuration Service Print Help  12:01 13/07/2012

Limit Status|i

Outside Limits Outside Limits 10 highalm

AAW Controls Ltd. All sensors re-calibrated by AAW.

c Average Outside Limits Outside Limits lowret
Chill Store Average Outside Limits Outside Limits Thermostat turned up by 1 degree
Chill Store Average Outside Limits Outside Limits AAW Controls Ltd Ack
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To change the period that the alarms/events are displayed for,
click in the appropriate date boxes, enter/select the required date
values, and click Refresh.

[<]13 May v 2012 - 13 May v 2012 3]

Click in the day or year boxes to edit the value.

(] 13 [may

2012 - 13 May v 2012 [3]

Select the month from the drop-down list.

Alternatively, click the left and right arrows on either side of the
date range to move the date range forwards/backwards. The list of
alarms/events will be updated automatically i.e. you do not need
to click the Refresh button.

F v > ; - >y & [3
L{bm May v 2012 - 13 May v 2012 [3]

Click the left and right arrows to move the date range forwards/
backwards.

The dates will be moved forwards/backwards according to the
duration of the current date range.

For example, if the current date range is for a single day, then clicking
an arrow will move the dates forwards/backwards by a single day.

If the current date range is for 7 days, then clicking an arrow will
move the dates forwards/backwards by 7 days.

11.  To search the list of alarms/events for a particular word or phrase,
click the Query button:

11.1. Click Query
A Query box will be displayed.

@ Alarm List - Windows Internet Explorer
@Uv [&] hitp://192.168.1.99/Events/Alarms aspxview=history viewsvg 4 [x] [$§ Google
. B~ ® - Pagev Sefety~ Tooksv @

AAW Controls Ltd. Overview Alarms Reports Configuration Service Print Help 15:32 1/7/12012

Allalarms v [%]1 sy v 2012 -1 suy + 2012 [>][Queny] [ Graph

Search for |
Case sensitive
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Alarm History Events:

11.2. Enter the word or phrase you want to search for, select whether you

want the search to be case sensitive, and click Filter alarms

The list of alarms/events will be updated to only show those that contain
the required text.

Search for highalm
Case sensitive

Filter alarms [

Control Systems

Description:

lowret The graph temperature has returned from a low alarm to
within limits.

highret The graph temperature has returned from a high alarm to
within limits.

ack The alarm was acknowledged.

clr The alarm has cleared (it has been acknowledged, and is
back within limits).

highalm The input temperature is outside the high limit.

lowalm The input temperature is outside the low limit.

=> Indicates a configuration change
Duration “ => 00:30:00 the “ indicates that the setting
was empty prior to the change
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Selecting the print button from the main toolbar at any point will open a print window
for whatever is currently on-screen. Clicking when on the overview page will give a
print of the current point temperatures, clicking on print on a graph page will give a

graph print-out for everything that is currently visible.

This can likewise be done for configuration, alarm history and summary pages.

(€ Room Status - Windows Internet Explorer

@ e ’g http://localhost/WebREACT _Lite/RoomStatus.aspx?plan=overview.svg

'|‘7i X | "" Google

5/¢ Favorites | @ Room Status

Overview

Configuration

= Building 1
Fridge 1 Core
Fridge 1 Air
Fridge 2 Core
Fridge 2 Air
Freezer 1
Freezer 2
HACCP

= Building 2
Cold Store 1
Cold Store 1 Door
Cold Store 2 81
Cold Store 2 S2
Cold Store 2 Door

= AAW Control Systems Limited

23/06/2013 12:23:03
56
7.9
37
32
215
-37.4
262
23/06/2013 12:22:47
5.1
CLOSED
46
41
CLOSED

12:23 23/06/2013
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Recognising when WebREACT Lite is in Alarm

If a facility or item of equipment is found to be operating outside of its acceptable
limits, then WebREACT Lite will go into alarm. For example, if a fridge is supposed to
be operating between 2°C and 6°C, but a temperature of 7°C is recorded.

WebREACT Lite will also go into alarm if it loses communication with a sensor or other
hardware unit such as a RIOT or RIOT-S.

Flashing Orange - Unacknowledged Alarm

If a new alarm is triggered, or an alarm that has previously been acknowledged is
repeated (due to the alarm condition persisting), then the menu bar and the location/
facility/piece of equipment that is in alarm will flash orange.

=

Yellow - Acknowledged Alarm

If an alarm has been acknowledged but the facility or item of equipment continues to
operate outside of its acceptable limits, then the menu bar and the location/facility/
piece of equipment that is in alarm will be shown in yellow.

1 Poom St Wdows Inemet Dptorer = [

» Configuration » Print  Help » 12:2323/06/2013
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Acknowledging an Alarm

1. Go to the Overview page for system
You can click into the required Room from the Overview page.

This will enable you to see exactly which area/item of equipment is in alarm so
that it can be investigated and resolved.

Clicking on the temperature of the point in alarm will bring up the option
‘Alarm Status’.

€ Room Status - Windows Internet Explorer
@ o Ig http://localhost/WebREACT _Lite/RoomStatus.aspx?plan=overview.svg
57 Favorites | @ Room Status
= AAW Control Systems Limited
= Buiding 1 2310612013 122303
Fridge 1 Core 56
Fridge 1 Alr 15| Alarm status
Point settings
Alarm settings
Fridge 2 Core 37
Fridge 2 Air 32

2. Acknowledging the alarm

Clicking on ‘Alarm Status’ displays a window showing the current status of that
point. A button on the window allows the acknowledgement of a point in alarm.
Clicking this and waiting will proceed to acknowledge the alarm.

@ Room Status - Windows Intemet Explorer (=lE
@U' [&] e WebREACT Lite/RoomStatus.aspxplan=overview.svg <[4 [ x | [$9 Googte £ v

¢ Favorites | @ Room Status

» » i » ti > a2
= AAW Control Systems Limited
= Buiiding 1 23/108/2013 1223:03
Frdoe 1 Coce 5

Alarm Status X

Building 1 ->Fridge 1Air

|arm I Status]| Faull
Fridge 1 Air highaim ok

coooofzuaaam
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Understanding the Confirmation Message when
Acknowledging an Alarm

When you acknowledge an alarm on WebREACT Lite the confirmation message will
either state “1 alarm(s) acknowledged” (if your WebREACT Lite system is running off a
RIOT unit) or it will state “1 alarm(s) acknowledged. Some alarms acknowledged
offline” (if your WebREACT Lite system is running off a RIOT-S unit).

The difference between these confirmation messages is due to the different way that
WebREACT Lite communicates with a RIOT unit compared to a RIOT-S unit.

Communication with a RIOT unit is always initiated by WebREACT Lite, passing
information such as alarm acknowledgments to the RIOT and pulling back any data in
return. This means that the alarm acknowledgment is communicated to the RIOT
immediately (assuming that the RIOT is online).

Communication with a RIOT-S unit is always initiated by the RIOT-S unit, which pushes
data such as sensor readings to WebREACT Lite and receives any information such as
alarm acknowledgments in return. This means that the alarm acknowledgment is not
actually communicated to the RIOT-S until the RIOT-S initiates its next communication.

In both cases, however, WebREACT Lite logs the actual time when the user
acknowledged the alarm - see Understanding the Alarm History when an Alarm is on
page 21.

Talk
WebREACT RIOT

Reply

Communication between WebREACT Lite and a RIOT unit;
All conversations are initiated by WebREACT Lite.

Talk
RIOT-S WebREACT

Reply

Communication between WebREACT Lite and a RIOT-S unit;

All conversations are initiated by the RIOT-S unit.
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Understanding the Alarm History when an Alarm

is acknowledged

When an alarm is triggered, WebREACT Lite keeps a detailed history of the events
associated with that alarm and its subsequent acknowledgment. This audit trail can be
seen within the Alarm History.

Example of a typical alarm history when an alarm is acknowledged on a
point that is monitored via a RIOT-S control unit.

@ Alarm List - Windows Internet Explorer @M
@U £ 4 lé http://192.168.1.99/Events/Alarms.aspx?view=history&riot=riot_1&group=1 v | +5 ‘ X ‘ “" Google » -
5.7 Favorites @ Alarm List ":} v B v [ & v Pagev Safetyv Toolsv @~ ”

[AAW Controls Ltd. Overview Alarms Reports Configuration Service Print Help  12:01 13/07/2012
All Alarms + [<]13 June ~ 2012 - 13 June ~ 2012 [>][Query] [Graph | [ Comment | [ Refresh |

Value  Limit Status

13/06/2012 06:52:07 Stock Fridge Stock Fridge Air Stock Fridge Air clr
13/06/2012 06:52:07 Stock Fridge Stock Fridge Air Stock Fridge Air ack
AL lLdl DL Sl SiihERace R e mmesnnbala g e T
13/06/2012 06:50:47 Stock Fridge Stock Fridge Air Stock Fridge Air highret
13/06/2012 06:48:36 Stock Fridge Stock Fridge Air Stock Fridge Air Ack by NAA: 13/6/2012 06:51:23
[v]  13/06/2012 06:48:36 Stock Fridge Stock Fridge Air Stock Fridge Air 6.3 6 highalm

At 06:48:36 on 13/06/2012 the Stock Fridge was recognised as having
been above limit for longer than the alarm delay period and an alarm was
triggered.

At 06:50:47 the Stock Fridge was recognised as being back within limits.

Despite the reading being back within limits, the alarms on both WebREACT Lite and on
the RIOT-S unit would have continued to beep/flash as they are configured to only clear
an alarm after it has been acknowledged. This is to make sure that someone is aware
and accountable that an alarm has been triggered.

At 06:51:23 the alarm was acknowledged on WebREACT Lite with a
comment of “Fridge door left open, core ok” and a trace comment of
“Ack by NAA” .

At this point the alarm on WebREACT Lite would have stopped beeping/flashing. The

alarm on the RIOT-S until would have continued for a few moments longer until the
acknowledgement had been passed on to it.

The comment is shown with a line through it to indicate that WebREACT Lite would not
have passed the acknowledgment on to the RIOT-S unit immediately. This is due to the
way in which WebREACT Lite and the RIOT-S talk to each other with conversations only
being initiated by the RIOT-S.

Although the trace comment shows a log time of 06:48:36 (the same as the alarm), it
was actually recorded on the system at 06:51:23 - which is shown as part of the detail
of the comment. It is necessary for the trace comment to be given the same log time as
the alarm so that the comment can be placed on the sensor graph at the point when
the alarm was triggered.
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At 06:52:07 WebREACT Lite passed the acknowledgement through to the
RIOT-S and the RIOT-S sent a reply back to WebREACT Lite confirming
that the acknowledgement had been received.

This would have been when the RIOT-S next talked to WebREACT Lite.
At this point the alarm on the RIOT-S would have stopped beeping/flashing.

At this point the alarm was cleared as the reading was back within limits and the alarm
had been acknowledged.

Example of a typical alarm history when an alarm is acknowledged on a
point that is monitored via a RIOT control unit.

@& Alarm List - Windows Internet Explorer =3
@  ad ’& http://192.168.1.99/Events/Alarms.aspx?view= history&riot=riot_1&group=1 A2 l ‘7| X ’ |“l Google £ |
5. Favorites @ Alarm List m v ~ [Z] s v Pagev Safetyv Tools~ *@" 7

/AAW Controls Ltd. Overview Alarms Reports Configuration Service Print Help  12:01 13/07/2012
Chill Room 7 v [<]13 June v 2012 - 13 June ~ 2012 [>][Query | [ Graph | [ Comment | [ Refresh |

Value  Limit Status

13/06/2012 10:30:18 Outside Limits Qutside Limits clr
13/06/2012 10:25:52 Outside Limits Outside Limits AAW Controls Ltd. ack
13/06/2012 10:25:47 Qutside Limits Qutside Limits Thermostat turned up by 1 degree
13/06/2012 10:23:12 Outside Limits Outside Limits Ack by NAA: 13/6/2012 10:25:47

13/06/2012 10:23:12 Outside Limits QOutside Limits 19 2 lowalm

S

At 10:23:12 on 13/06/2012 the Chill Store was recognised as being below
limit for longer than the alarm delay period and an alarm was triggered.

At 10:25:47 the alarm was acknowledged on WebREACT Lite with a
comment of “Thermostat turned up by 1 degree” and a trace comment of
“Ack by NAA”.

At this point the alarms on WebREACT Lite and on the RIOT unit would have continued
beeping/flashing.

At this point WebREACT Lite would have passed the acknowledgement immediately and
directly to the RIOT unit (assuming that the RIOT unit was online*).

* If the RIOT unit was not online, then the comment would be shown with a line through it to indicate
that the acknowledgement was not passed immediately to the RIOT unit. There would then be a later
“ack” in the alarm history which would indicate when communication with the RIOT was restored. At this
point the RIOT would have been able to receive the acknowledgement from WebREACT Lite and send a
reply back to WebREACT Lite confirming that the acknowledgement had been received.

Although the trace comment shows a log time of 10:23:12 (the same as the alarm), it
was actually recorded on the system at 10:25:47 - which is shown as part of the detail
of the comment. It is necessary for the trace comment to be given the same log time as
the alarm so that the comment can be placed on the sensor graph at the point when
the alarm was triggered.

At 10:25:52 the RIOT sent a reply back to WebREACT Lite confirming that
the acknowledgement had been received.
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At this point the alarm on WebREACT Lite and the alarm on the RIOT unit would have
stopped beeping/flashing.

At 10:30:18 the Chill Store was recognised as being back within limits
and the acknowledged alarm was cleared.

Testing a Point on Your System

You should test each point on your system regularly to make sure it goes into high
alarm and low alarm correctly, can be acknowledged correctly, and clears correctly.

To make sure the individual sensors are working correctly, you should aim to test every
point at least once every 12 months.

To make sure the control units (RIOTs or RIOT-Ss) are working correctly, you should aim
to test at least one of the points on each unit at least once every month.

1. Create an (artificial) high alarm condition on that room/point.

This can either be done by removing the sensor to a different location where it
will give a reading that is outside of the point’s acceptable limits, or by
temporarily changing the point’s alarm limits so that the sensor’s normal
operational reading will fall outside of those limits.

You will probably also want to reduce the point’s alarm delay so that you
don’t have to wait too long for the alarm to be triggered.

2. Check that all expected alarms are triggered correctly.

You should check that the alarm is triggered on both the PC-based WebREACT
Lite system and also on the relevant control unit (RIOT or RIOT-S).

You should also check that any text/email/voice dial-out alerts are raised
according to the setup of your system.

3. Acknowledge the alarm.

4, Check that the alarm has been acknowledged correctly.

Any audible alarms should stop beeping and the room on WebREACT Lite should
be highlighted in yellow rather than flashing orange.

5. Remove the alarm condition.

Depending on how you created the alarm condition, this will either mean
replacing the sensor to its correct location, or restoring the alarm limits to their
original values.
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Please note: If you changed the alarm delay so that the alarm would be
triggered more quickly, then don’t forget to also restore this to its original

value.

6. Check that the alarm condition has cleared correctly.
The room on WebREACT Lite should be shown without any highlighting.

Please note: These steps should be repeated so that the point is tested for both its
high alarm and its low alarm.
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